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stages where the email tracking vectors get triggered. The phishing sites—powered by intelligence from email
tracking vectors—were able to serve malicious content to

Attackers can repurpose email tracking techniques—
traditionally viewed as a privacy risk—to evade email-based
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Highly evasive attack in practice.
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Email tracking is doubly
Everyday users are more familiar with the built-in
report phishing button in their email. However, dangerOUS

these reporting systems have not been studied The attack model illustrates a scenario of an evasive phishing attack in

before. Our work addresses this gap. which the victim recognizes the attack and reports it. Due to the
attacker’s ability to fingerprint different stages of email processing, they
can evade the email service’s security crawlers using email tracking and

cloaking.

It not only poses serious privacy risks but also carries
serious security implications.

Methodology

We reported emails to email services. Each email was
embedded with several curated HTML tags and CSS properties
as tracking vectors.
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