
Doubly Dangerous: Evading Phishing 
Reporting Systems by Leveraging Email 

Tracking Techniques

Authors: Anish Chand, Nick Nikiforakis, and Phani Vadrevu



2

Phishfarm (SP ‘19), Phishtime (USENIX ‘20), 
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Acharya et al. (DIMVA ‘22)

not a widely popular 
reporting mechanism
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How do email services handle email phishing reports? Q1



5

How do email services handle email phishing reports? Q1
ALL evaluated email providers process emails in three stages.



6

How do email services handle email phishing reports? Q1
ALL evaluated email providers process emails in three stages.

Are these email handlers vulnerable to tracking/fingerprinting?Q2
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How do email services handle email phishing reports? Q1
ALL evaluated email providers process emails in three stages.

Are these email handlers vulnerable to tracking/fingerprinting?Q2

YES. ALL email handlers of all evaluated email providers are fingerprintable.
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How can an attacker exploit the fingerprintability of email reporting 
systems to launch evasive phishing campaigns?Q3
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How can an attacker exploit the fingerprintability of email reporting 
systems to launch evasive phishing campaigns?Q3
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How effective is the resulting evasion attack in practice?Q4
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How effective is the resulting evasion attack in practice?Q4

Highly evasive attack in practice.

Simulated phishing experiment
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Email tracking is indeed doubly dangerous 

Suggested Countermeasures: 

• Disable remote object loading after email reports
• Homogenize headers and network behavior across all email 

stages
• Suppress or randomize "email open" signals

Impact:
• Received a vulnerability reward from Google
• Our countermeasures got adopted by some email providers Artifacts available at 

Zenodo

achan41@lsu.edu


